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| have a question
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You'll Have Questions...

Avallable afterwards

Contact details at the end

All references blogged

All media — owner’s copyright
If no credit, probably Pixabay
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Win the Cyberwar
With Zero Trust

John Kindervag

P



The Four Levels of War

Grand Strategy
(Political)

Strategy
Tactics
Operations

The Ultimate Goal

The Big Idea
The Things You Use

The Way You Use Them




GT ’l":r:u; (g;:’:;ftzbger\;la’ Stop Data
(Political) Breaches
Strategy

Operations




The Four Levels of Cyberwar

Grar.1c.| Strategv The Ultimate Goal
(Political)

Strategy
Tactics

Operations




Tactics

e System Administrators
* Developers
« Security Operations
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How do we learn and train
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Matt Wiebe - a lonely robot - https://www.flickr.com/photos/mattwieve/29221303838 CC2.0



BreachLevellndex.com

Nick Drage — Path Dependence — @SonOfSunTzu



BreachLevellndex.com
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# CVE's per year/month

1,500

# CVEs

1,000

2013 2018

Data compiled from MITRE, NVD and Rapid7
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The Global Risks
Report 2018
13th Edition
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Figure I: The Global Risks Landscape 2018
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What's wrong

* Nothing wrong with golf
e ... Ortraining for golf
» ... If you're going to play golf.

Image: Costume SuperCentre



N
:
S
Q
N
Q
3
>
Q
~
m
N
<
~

Grand Strategy

(Political)




https://www.competitivedge.com/catalog/all-sports Nick Drage — Path Dependence — @SonOfSunTzu



TRIZ

Russian - “Theory of Inventive Problem Solving”
Characteristics of problems
Patterns in solutions

A sufficient level of abstraction
Use other’s solutions
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World’s
conceptual
problems

Your

roblem )
P solution

By Oxford Creativity - Own work, CC BY-SA 4.0 _
https://commons.wikimedia.org/w/index.php?curid=40358248 Nick Drage — Path Dependence — @SonOfSunTzu



Strategic Inflection Point

Profit Reaches
Mew Heights

Profit Declines

Nick Drage — Path Dependence — @SonOfSunTzu



Double S-Curve Model

-
TRANSITION

COMPETE

START-UP
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Utterly incomprehensible from outside

Complex o

Team games RN |
Highly specialised :
- By situation ;i
- Attack or Defend i"
Fight over territory RS

Offensive or defensive playbooks
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S EATTLE

SEAHAWKS

Offense Starter 2nd String 3rd String
QB Russzell Wilson Tarvaris Jackson Terrelle Pryor
HB2 Christine Michael
FB Derrick Coleman Spencer Ware
TE-Y Zach Miller
TE-H Luke Willson
wei Sryan Waters

WR2 Doug Baldwin Sidney Rice Ricardo Lockette

LT Russell Okung Alvin Bailey

LG James Carpenter Caylin Hauptmann
C Max Unger Lemuel Jeanpierre Greg Van Roten
RG 1.R. Sweezy Steve Schilling

RT Michael Bowie Justin Britt

Defense Starter 2nd String 3rd String

DLE Michael Bennett Greg Scruggs Benson Mayowa

DLT Tony McDaniel Kevin Williams Jordan Hill/D'Anthony Smith

DRT Brandon Mebane Jesse Williams Jimmy Staten
DRE CIiff Avril O'Brien Schofield

SLB Bruce Irvin Malcolm Smith

Bobby Wagner Heath Farwell

K.J. Wright Michael Morgan
Richard Sherman Tharold Simon A] Jefferson
Byron Maxwell Phillip Adams

Jeremy Lane DeShawn Shead

Kam Chancellor Jeron Johnson
Earl Thomas
Special

Starter 2nd String
Teams

K Steven Hauschka

P Jon Ryan
Clint Gresham




THE LEGION AGF



Seattle Seahawks’ Defense — 2011 to 2017

Sherman - CornerBack
Thomas — Free Safety
Chancellor — Strong Safety
Everyone

Nick Drage — Path Dependence — @SonOfSunTzu



2012-2015

* Fewest points allowed 2012, 2013, 2014, 2015 — NFL Record

LEAGUE
SEAHAWKS PATRIOTS CARDINALS  AVERAGE

229

o
24
points
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2012-2015

Lead the league — Fewest Passing Yards Allowed
Lead the league — Fewest First Downs

==y
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2nd Quarterback Pressures
4t Rushing Yards per carry
6t in takeways

Always high in DVOA ranking




LESSON — “shift left” your conflict

.

D
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Practice Is
everything

WIN FOREVER

Working to Maximize
Your Potential
Coach Pete Carroll
PERFORMANCE
“KNOWING”
YOU’RE
GOING TO WIN

FOCUS

Confidence Trust

PRACTICE
IS EVERYTHING

ENVIRONMENT

COMPETITION

Always Compete
CENTRAL

THEME You're either competing or you're not

Maintain a relentless pursuit of a
competitive edge

PHILOSOPHY
Do things better
than they have ever been done before

Beliefs:
It's all about the ball
BELIEF Everything counts

SYSTEM Respect everyone
Style:
Great effort, great enthusiasm, great toughness, play smart

Three Rules:
1. Always protect the team
2. No whining, no complaining, no excuses
3. Be early

WANT TO WIN FOREVER, ALWAYS COMPETE







Offense Starter 3rd String

QB Russzell Wilson % \ Zon Terrelle Pryor
HB Marshawn Lynch r\ Abin
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/
Defense Starter /////2nd String 3rd String
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Special
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K
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The Caffrey Triangle

TAILORING RED FORCE PLAY

WIN AT ALL COSTS!
(The "Van Riper"” option)

Educate about
Strategy

Training a
Command Post
Develop an
Operational plan

STIMULATE
THE GAME FOLLOW
OBJECTIVES DOCTRINE

; (Try to win, but be
Die on command
(Di ) doctrinally faithful)

What do you want Red to do?
[ A
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Trap #10: Threat Modeling at the Wrong Time

“Sir, we've
analyzed their
attack pattern and
there is a danger’

BruCON 0x06 - Keynote - Adam Shostack



11095 Jaisel :abew|




ATT&CKing the Status Quo: Improving Threat Intel and
Cyber Defense with MITRE ATT&CK
‘ Katie Nickels, John Wunder
£y
RN
.‘3 0y '
- r Fg
So what does this get us?
A .
4 | — ¥4
1 Wl [ ¥s | = =
~a Wi AT S Status Quo ATT&CKing threat intel
A\ o/
-9 4 So. Many. Reports! Structures threat intel so it’s easier to
— consume a lot of it
B ,é;‘-;}_?“” Tough to apply intel to defenses  Provides a way to directly compare
i X intel to defenses
* LAS UEGAS Reliance on indicators Moves to TTPs and behaviors
e B i e G * Plus!
— - - Gives us a common language to communicate
GN THE HIGHWAY T4 SH - Allows us to compare groups

BG - ATT&CKing the Status Quo: Improving Threat Intel and Cyber Defense with MITRE ATT&CK - Katie Ni



So what does this get us?

So0. Many. Reports! Structures threat intel so it’s easier to
consume a lot of it

Tough to apply intel to defenses  Provides a way to directly compare
intel to defenses

Reliance on indicators Moves to TTPs and behaviors

= Plus!

- Gives us a common language to communicate
-> Allows us to compare groups




The Base of Sand Problem

A RAND NOTE N-3148-OSD/DARPA

The Base of Sand Problem: A White Paper
on the State of Military Combat Madaling

Paul K. Davls, Donald Blumenthal

Prapared for the
Office of the Secretary of Defense
Detense Advanced Research Projects Agency
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Footnhote 3

such as SIMNET; and knowledge-based modeling concepts. Unfortunately, however, there is

a problem that has already become a limiting factor in what can be accomplished, one that is

not yet widely recognized. We call this the base of sand.

3Tg illustrate how critical the use of combat models ie in analyzing empirical data, consider that battle
outcomes have historically borne no relationship to the raw force ratio. By contrast, when the outcome data is
passed through models sensitive to situational factors such as terrain, preparations, asymmetries in fighting
elfectiveness due to better organization and training, and so forth, one finds that the data actually makes sense and
that what matters is a ratio of effective forces. Unfortunately, the values of some of the key variables may not be
known in advance. As a result, the models are sometimes more useful for aiter-the-fact description than for reliable
prediction.

“Battle outcomes have historically borne no relationship to the raw
force ratio...

...what matters is the ratio of effective forces” ( emphasis mine )
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2 Jeremiah Grossman
: @jeremiahg

Follow

"Less than 2% of vulnerabilities are
actively exploited in the wild, making
traditional remediation very inefficient,
costly, and time-consuming."

Kenna Security @KennaSecurity
Have you heard about our report with @cyentiainst this
morning? It provides a quantitative look at the
: effectiveness of common remediation strategies. See the
. full report here: bit.ly/21GrIGO

12:18 pm - 15 May 2018
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Jeremiah Grossman

CEO of Bit Discovery, Professional Hacker, Black Belt in Brazilian Jiu-Jitsu, Off-Road
Race Car Driver, Founder of WhiteHat Security, and Maui resident.

MONDAY, MAY 07, 2018 ABOUT ME

All these vulnerabilities, rarely matter.

There is a serious misalignment of interests between Application Security )
vulnerability assessment vendors and their customers. Vendors are [ Jeremiah Grossman
incentivized to report everything they possible can, even issues that rarely Jeremiah Grossman's career
matter. On the other hand, customers just want the vulnerability reports that spans nearly 20 years and has
are likely to get them hacked. Every finding beyond that is a waste of time, lived a literal lifetime in
money, and energy, which is precisely what's happening every day. Let's

: : s computer security to become
begin exploring this with some context:

one of the industry’s biggest
Nick Drage — Path Dependence — @SonOfSunTzu




LESSON — Ellmlnate the big play
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NIST — five core functions

Detect Respond

Response Planning

Communications

Analysis

Mitigation

Improvements

https://medium.com/@TechTieu/cyber-security-framework-66aa07c1b7a5  Nick Drage — Path Dependence — @SonOfSunTzu



NIST — five core functions
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NIST — five core functions

https://medium.com/@ TechTieu/cyber-security-framework-66aa07clb7a5

-

Response Planning

Communications

Analysis

Improvements
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NIST — five core functions

Detect Respond

Response Planning

Communications

Analysis

Mitigation

Improvements

https://medium.com/@TechTieu/cyber-security-framework-66aa07c1b7a5  Nick Drage — Path Dependence — @SonOfSunTzu
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Getting hacked (common perception)

1. Attacker’s Exploit Succeeds

THAT'S IT, MAN.

o ———

GAME OVER, MAN.
GAME OVER!

SAVA“ Securi ty_ Nick Drage — Path Dependence — @SonOfSunTzu



s‘??‘ l

How breaches work (perceptlon VS reallty" in

Getting hacked (common perception) Reality

1. Attacker’s Exploit Succeeds Exploit succeeds

THAT'S IT, MAN.

Escalate privileges

Scans network

e —

Dumps/cracks creds

Pivots

GAME OVER, MAN.
GAME OVER!

Creates additional accounts

e P T e BB O B

Exfiltrates data
SAVAGE Security_ 53 RSAConference2018




Introducing the “Cyber Defense Matrix”

Respond Recover

Devices

Applications

Networks

Data

Users

Degree of Technology People
Dependency

5 RSAConference2016

@sounilyu



Left and Right of “Boom”

Protect Detect Respond Recover

Devices

Applications Pre-Event
Structural Awareness

Networks -.

Post-Event
Situational Awareness

Data

Users

Degree of [ ram nology People
Dependency

6 RSAConference2016

@sounily



Our common language can be bounded by five asset
classes and the NIST Cybersecurity Framework

Asset Classes Operational Functions

DEVICES Workstations, servers, VoIP phones, IDENTIFY Inventorying assets and vuins,

ﬂ_JI__Il_L tablets, loT, storage, network \d{ measuring attack surface, baselining
] o ® devices, infrastructure, efc. normal, risk profiling

PROTECT Preventingorlimitingimpact,
APPS The software, interactions, and patching, containing, isolating,

ShE Pl . | : :
e -ﬂ:? ] application flows on the devices 4 hardening, managing access, vuln
remediation

u o 4

NETWORKS _ _ _ DETECT Discovering events, triggering on
o by The connections and traffic flowing “ anomalies, hunting for intrusions,
a Ny - amongdevices and applications f| security analytics
" X
Acting on events, eradicating intrusion

The information residing RESPOND footholds, assessing damage,
@ﬂ;::::::'r.;?m‘r on, traveling through, or processed & coordinating, reconstructing events

by the resources above forensically

Retumingto normal operations,
restoring services, documenting
g lessonsleamed

RSAConference2016

The people using the resources RECOVER
listed above »




Enterprise Security Market Segments

Devices

Applications

Networks

Data

Users

Degree of RrNSYleYe

Dependency

Protect

Detect

Respond

Recover

IAM
AV, HIPS

Endpoint Visibility and Control /

Endpoint Th
& Re

at Detection
ponse

Configuration
and 5Systems
Management

App Sec Ty
}SAST DAST,
AST, RASP),

WAFs 0

i

ik

Netflow I
1L

LR ™

Network |

Securitsv
(FW, IPS) J

DDoS M

tigation

D5

“FRullpcap !

Data
Labeling

- Dat 1? ' ;
nc ion,
otp ™ |

Deep Web,
BrianKrebs,
FEI

Phishing
Simulations

\

Phishing
Awareness
il

-

Insider Threat /
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Security Technologies Mapped by Operational
Functions

Inventorying assets,
measuring attack
surface, baselining
normal, risk profiling

IDEI{}I’IFY
X
Preventing or limitin
PROTECT ipact conaining, -
. hardening, managing

g/ access

Discovering events,
triggering on
anomalies, hunting
forintrusions

DETECT
n.g:
Acting on events,
eradicating intrusion
RESPOND footholds, assessing

o damage,
- coordinating,
reconstructin

events forensically
Returning to normal

RECOVER operations, restoring

% services,

documenting les sons
learned

Vormetrlc  [TSIGHT m -@TITUS R THREAT ™ EAM
5 Lancope Ny cATGH TweclMefx %
o Sl )

Lz Frictican. Less Fawd.
-I:l" I!:'\i'n!-!'l-l -qlk 'I'-EBQI{: ‘S CSTRIKE H -
g3 oknecis el (Y] DataGravity

@auvtHenTiFy YVERACODE AMAN BLUE COAT % ?‘"waratek I;- Secunty Compass \‘{Symantec
WL EE ?‘L‘.OMTRAST@ pw shqmgh i@ .;izscajer @Cﬁppa&ﬂpu:ll- Safel 'P""EHHE
(veoltage
Lo Cigital @ Malwarebytes  BitO+ SLAGK INTRALINKS

I oACK 4 CHECHMARX  AAGALIS
Lancope’ (g & TaniumM 3 last % SECURONIX (%) ZERGFOX
ARBOR "Dtex

U A _:_\.,- :_. £ ._'_'_.'\___-_._ Blt“f"' M | I |—~'||_ |_"|_|_|.
“Gg-"'nanu"egr £

b=l ol o
¢ 0¥ roow " abeam &:VF‘HGF’T
O TANIUM

Ak BLUE COAT

O EaE

o TANIUM"
o shghigh
FeraSenut -
& pomilion

I sl el vm sy

B poMAINTOOLS

% TOPLCT
;-::. HREHTLUN | L
-

CYBERARK

B MFTVRES
[» FORCEPOINT

E DAHK:L. ‘\" ""‘

¥ invincea !

TRILMRAFA N

= LT OIS

MSSPs/ IR
Deloltte "

@ p ) TR L) i s T
Fi

AS5A

accenture
4 e or

VERITAS

Disclaimer: Vendors shown are
representative only. Mo usage or
endorsement should be construed
because they are shown here.

RSAConference2016



Security Technologies by Asset Classes &
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As we're meant to be resilient now

Unknown, unpredictable,
uncerQin, unexpected

K.nown non-ClA

Known CIA

Information security

Source: ISF - Cyber Security Strategies

G I symantec.

http://csd.ncb.mu/English/Pages/Presentations/Mauritius%20Event%20Dec2013v1%20Symantec.pdf



NCSC - “Cyber resilience - nothing to sneeze at”

Nick Drage — Path Dependence — @SonOfSunTzu
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Problem Solving

y Pace of
Decision

\ Making
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Nick rage — Path Dependence — @SonOfSunTzu




OODA: Observe — Orient — Decide - Act

Nick Drage — Path Dependence — @SonOfSunTzu



Nick Drage — Path Dependence — @SonOfSunTzu



DevSecCon

Image: Mark Skillen



LESSON — out hit your opponent

Content of Models

¢ Phenomena Omitted or Buried. Typically, ground-combat simulations focus on

complex calculations of attrition while treating command-control processes, tactics,

and strategy in terms of stereotypes embedded in the data bases. This ignores the
evidence of history that such matters (and other “soft factors”) are first-order

determinants of both deterrence and war outcomes, and should therefore be
highlighted.??

The evidence of history is that soft factors: command-control

processes, tactics, and strategy, are first-order determinants of
both deterrence and war outcomes ( emphasis mine )

Nick Drage — Path Dependence — @SonOfSunTzu



THE LEGION AGF






b Le's A FREAKING
MONSTER.
HE DAMAGES
PEOPLE’'S souLs. "




A eTough!

Tools -Challenging

Network/ oA :
Host Artifacts nnoying

Domain Names eSimple

Hash Values eTrivial

Nick Drage — Path Dependence — @SonOfSunTzu



Bartle’s Taxonomy of Player Types

Nick Drage — Path Dependence — @SonOfSunTzu



ULLCON HACK

MAKE DEFENSE GREAT AGAIN!

Making A Dent, Making A Difference
And Making A Dollar
- Haroon Meer

Nullcon Goa 2018:- Keynote by Haroon Meer



people are often the WEAKEST link
INn the security chain




Everyhing You Know Is Wrong
- Paul Midian

BSides Glasgow 2018 - Opening Keynote - Everything you know is wrong



ITHare.com Nick Drage — Path Dependence — @SonOfSunTzu



~ The Seven Axioms
of Security

blg’ck hat

ASIA 2017

Keynote: The Seven Axioms of Security
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Seven Axioms of Security: 6
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SOLVING THREAT
DETECTION

6" June 2018 I

COUNTERCEPT

Solving Threat Detection - Alex Davies



B £\ MUNICH
Defender’s Dilemma é g gg S

The intruder only needs to exploit one of the victims in order to I ' Il '

compromise the enterprise.

Intruder’s Dilemma

The defender only needs to detect one of the indicators of the
Intruder’s presence to initiate incident response within the enterprise.

ecurity.blogspot.de/2009/05/def enders-dilemma-and-intruders-dilesma. htnl

Att&ck™ The Attacker

- Christian Kollee




GASLIGHTING WITH HONEYPITS AND MIRAGES

DESTROYING DISCOVERY TO DEPLETE ATTACKERS

Catherine (Kate) Pearce

Sr. Security Consultant, Cisco Security Services
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“Never attempt to win by force what can be
won by deception.”

Niccold Machiavelli,

The Prince




DECEPTION EXAMPLES

— INFORMATION SECURITY

* From Almeshekah

&

Information

e

Negativ

Deception

HIPS/HIDS
IPSNDS

Access Control
Firewalls

Architectural Uniqueness
DEP

Patching Dynamic

Instruction Set
Encryption
Stenography

K-Anonymity Somayaji &
Formrest Sys. calls
Anti-fingerprinting Plausibly
Deniahle Search Tarpit

Sell-Encryption

Degradation &
Obluscation

“chroot jail"
Anti-forensics Bouncer Kt

Cohen's DTK

Honeypots Kamouflage
Fake Sites BogusBiter
Honeytokens
(Rivest & Jules)

Stcky honeypots

Honey-accounts

Fake Keys Layered
Endless files Authentication

Beaconing

Counter-attacking
Audit Logs

An IS
Booby-trapped "

Sofiware

Counter-C

DNS redirections

Dynamic honeypols




True Positive Validate Hotpatch or False Positive

True Negative Hidden Vuln False Negatlve
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TRANSIENT PROBLEMS — MISSPEAKING

ANSWER PRETTY MUCH AS EXPECTED BUT NOT QUITE

* Nonrandom errors to break

e Random errors

Random timing errors
Random omissions
Random bitflips

Random endian changes
Random number changes
Badly signed things

Badly encrypted things

Random wrong content

things

Invalid characters/bytes
Terminal command characters

Random “unallocated”
memory

Bad pointer values
Filesystems of the wrong type
Impossible filenames

Timing “errors”

“Omissions”




GASLIGHTING - MORE

Uncrackable Hashes
Decoy Systems, Ports, Services
Manufactured Vuln Emulation
- E.g. MS08-0677?
Decoy Vulns (static)

Decoy Vulns (non exploitable {buffer overflow in
managed lang})

Nondeterministic Existence

For you only existence

Transient Vulns

Transient Systems, Ports, Services
Vuln neutering

Vuln Chains leading nowhere

Benign Passthrough

Honeypot Passthrough

Trickster passthrough

One time Vulnerability Generation

One time vulns as canaries

Answering questions you never asked
Answering different questions

Fake answers

Fake Data

Silent Failure (denying you ever agreed)

Rewriting page format dynamically to break
validation and cscripting




Observe
Observe

Decide
Decide

Nick Drage — Path Dependence — @SonOfSunTzu



CHANGE CONTROL’?

Nick Drage — Path Dependence — @SonOfSunTzu



The Red Pill of Resilience

Kelly Shortridge (@swagitda_)
COUNTERMEASURE 2017

COUNTERMEASURE 2017: Kelly Shortridge - The Red Pill of Resilience






Randomly kills instances to test their ability
to withstand failure.

It also makes persistence really hard.
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Solving Cybersecurity in the Next Five Years
Systematizing Progress for the Short Term

-

Solving Cybersecurity in the Next Five Years: Systematizing Progress for the Short Term

& Sounil Yu
@sounilyu




Mapping to the NIST Cyber Security Framework

1980 ’ 1990 . 2000 2010 2020
Era Identify Protect Detect Respond Recover
Asset Inventory, Viruses, Insecure Client-side Assume Breach, Ransomuln'are,
Core Asset Mgt, Asset Configs, Server- Attacks, Log Too Many MR Wiper,
Challenges Prioritization side Attacks Analysis and Mgt Privileges DQGS;:’CTWWE
A/, Firewalls Incident VDI, Containers,
. Systems Mgt s s S Response, CDN, Immutable
Solutions Tools, Scanners Ss_-(.t.’;lreo{:;rgugs, U3, SIEM Hunting, EDR, Infrastructure,
e IdAM Blockchain
IT&
Security
Tension
SECURITY T;i?iﬂg;ﬁﬁ: Sec Ops Center / Dedicated Biz Unit / Integrated Team /
TEAM Mgt ; Threat Mgt Risk Mgt DevSecOps ‘
COMPOSITION
@sounilyu 19 . RSAConference2017

Solving Cybersecurity in the Next Five Years: Systematizing Progress for the Short Term



Not a blinky
box you can
buy, install
and ignore

http://lwww.itpro.co.uk/server/2880 1/dell-emc-gains-server-market-share-at-hpes-expense



https://gds.blog.gov.uk/2015/07/10/you-cant-be-half-agile/ Nick Drage — Path Dependence — @SonOfSunTzu
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Sunny Bear - Sun Tzu

Strategy without tactics is the slowest route
to victory. Tactics without strategy is the
noise before defeat.

Nick Drage — Path Dependence — @SonOfSunTzu



Screens simulated; subject to change.

%
XBOX



LESSONS

Use others’ lessons
Practice Is Everything
Eliminate the Big Play
Out Hit Your Opponent

Or try to Golf our way through
American Football...

Nick Drage — Path Dependence — @SonOfSunTzu
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